
Homework 5
Congestion Control and TCP Variants
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• Getting familiar with TCP congestion control, including the
related concepts and algorithms.

• Thinking about the relationships and differences between
TCP variants.

• Doing some hands-on work with Wireshark and learning
how to use Wireshark to analyze network traffic.



Question 1: TCP Congestion Control Window
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Assuming TCP Reno is the protocol resulting in the behavior 
shown hereafter in the Figure below. Answer the following 
questions. In all cases, try to provide a short explanation for 
each of your answer in 2-3 sentences. Remember that Threshold 
is the limit after which TCP switches from slow start to 
congestion avoidance.

For simplicity, we assume that whenever packets are sent or 
received, the whole congestion window is sent or received. We 
then call a transmission round the time period between the 
emission of a congestion window worth of packets and the 
reception of the corresponding acks. 



Question 1: TCP Congestion Control Window

Data Networks Homework 5 4

Assuming TCP Reno is the protocol resulting in the behavior 
shown hereafter in the Figure below. Answer the following 
questions. In all cases, try to provide a short explanation for 
each of your answer in 2-3 sentences. Remember that Threshold 
is the limit after which TCP switches from slow start to 
congestion avoidance.

For simplicity, we assume that whenever packets are sent or 
received, the whole congestion window is sent or received. We 
then call a transmission round the time period between the 
emission of a congestion window worth of packets and the 
reception of the corresponding acks. 



Question 1: TCP Congestion Control Window

Data Networks Homework 5 5

Assuming TCP Reno is the protocol resulting in the behavior 
shown hereafter in the Figure below. Answer the following 
questions. In all cases, try to provide a short explanation for 
each of your answer in 2-3 sentences. Remember that Threshold 
is the limit after which TCP switches from slow start to 
congestion avoidance.

For simplicity, we assume that whenever packets are sent or 
received, the whole congestion window is sent or received. We 
then call a transmission round the time period between the 
emission of a congestion window worth of packets and the 
reception of the corresponding acks. 



Question 1: TCP Congestion Control Window

Data Networks Homework 5 6

Assuming TCP Reno is the protocol resulting in the behavior 
shown hereafter in the Figure below. Answer the following 
questions. In all cases, try to provide a short explanation for 
each of your answer in 2-3 sentences. Remember that Threshold 
is the limit after which TCP switches from slow start to 
congestion avoidance.

For simplicity, we assume that whenever packets are sent or 
received, the whole congestion window is sent or received. We 
then call a transmission round the time period between the 
emission of a congestion window worth of packets and the 
reception of the corresponding acks. 



Question 1: TCP Congestion Control Window

Data Networks Homework 5 7

Assuming TCP Reno is the protocol resulting in the behavior 
shown hereafter in the Figure below. Answer the following 
questions. In all cases, try to provide a short explanation for 
each of your answer in 2-3 sentences. Remember that Threshold 
is the limit after which TCP switches from slow start to 
congestion avoidance.

For simplicity, we assume that whenever packets are sent or 
received, the whole congestion window is sent or received. We 
then call a transmission round the time period between the 
emission of a congestion window worth of packets and the 
reception of the corresponding acks. 



Question 1: TCP Congestion Control Window

Data Networks Homework 5 8

As an example, in the 
3rd transmission 
round, 4 packets are 
sent and 4 ACKs are 
received.
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Identify the time intervals when TCP slow start is operating.



Question 1 (a)

Data Networks Homework 5 10

Identify the time intervals when TCP slow start is operating.



Question 1 (a)

Data Networks Homework 5 11

Identify the time intervals when TCP slow start is operating.



Question 1 (a)

Data Networks Homework 5 12

Identify the time intervals when TCP slow start is operating.



Question 1 (a)

Data Networks Homework 5 13

Identify the time intervals when TCP slow start is operating.

[1,6]



Question 1 (a)

Data Networks Homework 5 14

Identify the time intervals when TCP slow start is operating.

[1,6]



Question 1 (a)

Data Networks Homework 5 15

Identify the time intervals when TCP slow start is operating.

[1,6]



Question 1 (a)

Data Networks Homework 5 16

Identify the time intervals when TCP slow start is operating.

[1,6]

[11,15/16]



Question 1 (a)

Data Networks Homework 5 17

Identify the time intervals when TCP slow start is operating.

[1,6]

[11,15/16]



Question 1 (a)

Data Networks Homework 5 18

Identify the time intervals when TCP slow start is operating.

[1,6]

[11,15/16]

[24,27]
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Identify the time intervals when TCP congestion avoidance 
is used.
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Identify the time intervals when TCP congestion avoidance 
is used.

[6,10]

[16,20]

[21,23]
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After the 10th transmission round, how is the segment loss 
detected by the sender? Justify your answer.
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After the 10th transmission round, how is the segment loss 
detected by the sender? 

The sender detected a
timeout, because the
CWND dropped to 1.
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After the 20th transmission round, how is the segment loss 
detected by the sender?
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After the 20th transmission round, how is the segment loss 
detected by the sender? 

The sender detected triple
duplicated ACKs, because
the CWND is halved.
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What is the value of Threshold at the 5th, 13th, and 21st 
transmission round?
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What is the value of Threshold at the 5th, 13th, and 21st 
transmission round? For TCP Reno: 

ssthresh=cwnd/2; 
cwnd=ssthresh+3MSS for 
fast retransmits, 
cwnd=1 for timeouts 
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What is the value of Threshold at the 5th, 13th, and 21st 
transmission round? For TCP Reno: 

ssthresh=cwnd/2; 
cwnd=ssthresh+3MSS for 
fast retransmits, 
cwnd=1 for timeouts 

5th: 32
13th: 36/2=18
21st: 22/2=11
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During which transmission round is the 30th segment sent?
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During which transmission round is the 30th segment sent?

During 5th transmission
round.
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During which transmission round is the 30th segment sent?

During 5th transmission
round.

1st round: 1 sent in total
2nd round: 3 sent in total
3rd round: 7 sent in total
4th round: 15 sent in total
5th round: 31 sent in total
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Assuming a packet loss is detected after the 27th round by the 
reception of a triple duplicate acknowledgement, what will be the 
values of the congestion window size and Threshold?
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Assuming a packet loss is detected after the 27th round by the 
reception of a triple duplicate acknowledgement, what will be the 
values of the congestion window size and Threshold?

For TCP Reno: 
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Assuming a packet loss is detected after the 27th round by the 
reception of a triple duplicate acknowledgement, what will be the 
values of the congestion window size and Threshold?

For TCP Reno: 
ssthresh=cwnd/2; 
cwnd=ssthresh+3MSS for 
fast retransmits, 
cwnd=1 for timeouts 

ssthresh = 8/2=4; 
cwnd = sshthresh+3 = 7
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• TCP BBR, introduced by Google in 2016 is one of the new 
congestion control algorithms that uses delay as a way of 
detecting a congested link. During testing, it was shown 
that BBR was able to achieve lower round trip times 
compared to New Reno. How does BBR achieve this? The 
work by Cardwell et al might provide hints to solve this 
question.
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• BBR periodically estimates the available bandwidth and 
minimal round-trip time (RTT). It then uses the estimated 
bandwidth and RTT to estimate BDP. BBR keeps one BDP 
in flight to minimize delay.
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• BBR periodically estimates the available bandwidth and 
minimal round-trip time (RTT). It then uses the estimated 
bandwidth and RTT to estimate BDP. BBR keeps one BDP 
in flight to minimize delay.

• BBR has a “Drain” phase after its “Probe Bandwidth” 
phase, where it temporarily reduces its sending rate to get 
rid of the queue created at the end of the “Probe 
Bandwidth” phase. This prevents the creation of queues, 
keeping the delay minimal.
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• Nowadays, TCP flows usually start with an initial 
congestion window size larger than one. Explain possible 
advantages and disadvantages of choosing higher initial 
congestion window sizes. The work by Dukkipati et al. 
might provide hints to solve this question.
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• Nowadays, TCP flows usually start with an initial 
congestion window size larger than one. Explain possible 
advantages and disadvantages of choosing higher initial 
congestion window sizes. The work by Dukkipati et al. 
might provide hints to solve this question.
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Advantages:

Disadvantages:



Question 2 (b)

Data Networks Homework 5 62

Advantages:

• Flows complete much faster, i.e flows require less RTTs in slow start phase
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Advantages:

• Flows complete much faster, i.e flows require less RTTs in slow start phase

• Reduce the need for starting multiple TCP connections

• Allow fair competition between short and long-lived flows

• Allow faster recovery from losses

Disadvantages:

• May be unfair to flows operating with smaller congestion window settings

• Sending large amounts of data may cause bloated buffers at bottlenecks 
leading to increased latency
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• During TCP Reno’s slow start phase the congestion 
window size is doubled upon successful transmission of a 
full window. Explain disadvantages and advantages of 
increasing the multiplier during the slow start phase. The 
work by Ha et al. might provide hints to solve this question.
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Advantages:

Disadvantages:
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Advantages:

• Faster convergence to available link bandwidth solves 
under-utilisation issue 

Disadvantages:
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Advantages:

• Faster convergence to available link bandwidth solves 
under-utilisation issue 

Disadvantages:

• Aggressive increases may lead to bursts, bloated buffers 
(latency) and packet losses
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Question 3-5: Analyzing Network Traffic
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Analyze real traffic using the traffic analysis tool Wireshark .

The simplest functionality of Wireshark are display filters. The display 
filters restrict the trace presented to the packets fulfilling a specific 
condition entered by the user. Wireshark also provides a large set of 
sophisticated automatic analyzers that are generally more powerful 
and convenient than display filters and useful for various analysis tasks.

The following analyzers will be particularly relevant for us:

• Select a single flow: right click on a packet and select Follow TCP 
Stream in the context menu 

• Plot sequence diagrams: Statistics → Flow Graph → TCP flow → OK

• Plotting functions, like Statistics → I/O-Graphs
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Familiarize yourself with the tool and try out different 
statistics and tools on the trace file we provide below.

In the following questions we ask you to do similar tasks by 
using display filters as well as the automatic analyzers in 
order to familiarize yourself with both techniques.

We will often refer to the Stream Index of a TCP connection. 
Keep in mind that this identifier can be obtained by the 
Follow TCP stream function.
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Familiarize yourself with the tool and try out different 
statistics and tools on the trace file we provide below.

In the following questions we ask you to do similar tasks by 
using display filters as well as the automatic analyzers in 
order to familiarize yourself with both techniques.

We will often refer to the Stream Index of a TCP connection. 
Keep in mind that this identifier can be obtained by the 
Follow TCP stream function.
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Important note: The journey is the reward; just stating the 
solution to the questions posed below is not a sufficient 
answer but you should include a description of your 
reasoning and how the results were obtained — for 
instance, when you use display filters for a question, copy 
them into your answer of the question.
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Important note: The journey is the reward; just stating the 
solution to the questions posed below is not a sufficient 
answer but you should include a description of your 
reasoning and how the results were obtained — for 
instance, when you use display filters for a question, copy 
them into your answer of the question.



Question 3 (a): TCP connections

Data Networks Homework 5 90

How many TCP connections are at least in part contained in 
the trace?
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How many TCP connections are at least in part contained in 
the trace?

Answer: 9 connections.
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How many TCP connections are at least in part contained in 
the trace?

Answer: 9 connections.

Steps” Statistics -> Conversions -> Select TCP



Question 3 (b): TCP connections
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Using display filters, fill Table 1 below for the first TCP 
connection starting in the trace. Briefly explain your 
approach! Hint: Filter by TCP flags and then identify the first 
connection.



Question 3 (b): TCP connections

Data Networks Homework 5 95

Using display filters, fill Table 1 below for the first TCP 
connection starting in the trace. Briefly explain your 
approach! Hint: Filter by TCP flags and then identify the first 
connection.



Question 3 (b): TCP connections

Data Networks Homework 5 96

Use filter: (tcp.stream eq 0)



Question 3 (c): TCP connections
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Using automatic analyzers, fill Table 2 below for all TCP 
connections in the trace (one row per connection). Sort the 
connections in increasing order of Stream Index. 
Additionally, specify the analyzers used, how they are used 
and explain your approach.
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Using automatic analyzers, fill Table 2 below for all TCP 
connections in the trace (one row per connection). Sort the 
connections in increasing order of Stream Index. 
Additionally, specify the analyzers used, how they are used 
and explain your approach.
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See Conversations Filter → TCP for the information needed 
to fill in the table — end can be calculated as start + 
duration
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How many UDP flows are there? Briefly explain how you 
found this information.
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How many UDP flows are there? Briefly explain how you 
found this information.
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How many UDP flows are there? Briefly explain how you 
found this information.

Answer: 68 flows

Steps: Statistics -> Conversations-> Select UDP
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Give an example of a TCP connection exhibiting packet loss, 
specified by its Stream Index.
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Give an example of a TCP connection exhibiting packet loss, 
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Give an example of a TCP connection exhibiting packet loss, 
specified by its Stream Index.

Answer: Stream Index 5; No. 226–228 between 
130.149.220.164 and 130.149.220.42

With display filter : tcp.analysis.lost_segment
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Manually obtain the DNS name of a single host, specified by 
its IP address, using only information contained in the trace. 
Explain your approach. Hint: Look at the DNS traffic.
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Manually obtain the DNS name of a single host, specified by 
its IP address, using only information contained in the trace. 
Explain your approach. Hint: Look at the DNS traffic.

Packet No. 2513, double click, scroll down to Domain Name 
System (response), 

Answers: www.net.t-labs.tu-berlin.de: type A, class IN, addr
130.149.220.251
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Question 4 (b): DNS Resolution
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Now use automatic analyzers of Wireshark to resolve the 
names of all hosts (including the previous one). Present 
your results in Table 3 below. Write a hyphen − if the host 
does not have a DNS name.
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Now use automatic analyzers of Wireshark to resolve the 
names of all hosts (including the previous one). Present 
your results in Table 3 below. Write a hyphen − if the host 
does not have a DNS name.
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Statistics → Resolved Addresses
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Statistics -> Resolved Addresses -> Select Hosts
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Question 5 (a): Application Layer

Data Networks Homework 5 116

Sorting the connections in increasing order by Stream 
Index, answer in 2-3 sentences per connection the following 
questions:

(i) What is the user doing / what is requested?

(ii) Which information is disclosed (passwords, etc.)?

If you cannot find this information, justify why it is not 
possible. When private information is disclosed, what would 
be an alternative application layer protocol fulfilling the 
same functionality but without information disclosure.
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same functionality but without information disclosure.
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• Stream 0: Remote Login on a Linux Machine with xterm; everything 
revealed, including remote system status and user credentials (SSH!)

• Stream 1: Regular HTTP; content retrieved is visible (HTTPS!) 

• Stream 2: Traffic encrypted, therefore no information available

• Stream 3: Email, addresses and content visible (TLS!)

• Stream 4: Again, HTTP, see Stream 1

• Stream 5: SSH, traffic encrypted, therefore no information available

• Stream 6: Again, SSH, see Stream 5

• Stream 7: Again, SSH, see Stream 5

• Stream 8: Again, HTTP, see Stream 1
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Take a look at packets 18 to 20. What is in your opinion the 
application layer semantic of the three packets? 
Additionally, name the IETF standards document in which 
the semantic of these packets is defined. How did you find 
it?
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Take a look at packets 18 to 20. What is in your opinion the 
application layer semantic of the three packets? 
Additionally, name the IETF standards document in which 
the semantic of these packets is defined. How did you find 
it?
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Take a look at packets 18 to 20. What is in your opinion the 
application layer semantic of the three packets? 
Additionally, name the IETF standards document in which 
the semantic of these packets is defined. How did you find 
it?
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Take a look at packets 18 to 20. What is in your opinion the 
application layer semantic of the three packets? 
Additionally, name the IETF standards document in which 
the semantic of these packets is defined. How did you find 
it?

18th packet 19th packet 20th packet

Application Layer Information for the three packets, already interpreted by Wireshark
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Take a look at packets 18 to 20. What is in your opinion the 
application layer semantic of the three packets? 
Additionally, name the IETF standards document in which 
the semantic of these packets is defined. How did you find 
it?

Telnet

RFC 854 

(Google → tools.ietf.org)
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