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Question 1

Data Networks 4

We are given a topology containing four routers R1, R2, R3 
and R4, together with two switches S1 and S2 and multiple 
hosts. Each host has only one networking interface, the 

router interfaces are labelled 𝑒𝑡ℎ𝑖 and ports of the switches 

as 𝑝𝑜𝑟𝑡𝑖 .
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Question 1a

Data Networks 6

Consider the following topology and allocate unique MAC 
addresses to all devices. The 280 connected to S2 other 
hosts can be omitted. If a device does not have a MAC 
address, put a dash "-".
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A0:B4:9C:5E:EE:01
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A5:07:24:3E:2A:05
A5:07:24:3E:2A:06

and so on...
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Enumerate all broadcast domains in the given topology and 
list the devices that belong to that domain.
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Enumerate all broadcast domains in the given topology and 
list the devices that belong to that domain.
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Assume that S1 is replaced by a hub H1 to form the same 
topology. How do the broadcast and collision domains 
change in that subnet?
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Assume that S1 is replaced by a hub H1 to form the same 
topology. How do the broadcast and collision domains 
change in that subnet?

Answer:

No changes to broadcast domain. The connected devices R1, 
H1, Dad's PC, Network Printer, Lisa's PC and Mom's Tablet 
do now form a collision domain.
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Which parts of the Ethernet, IP and TCP header will be 
modified when a packet is forwarded by:
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Which parts of the Ethernet, IP and TCP header will be 
modified when a packet is forwarded by:

i)   Router R1:
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Which parts of the Ethernet, IP and TCP header will be 
modified when a packet is forwarded by:

i)   Router R1:

Strips the Ethernet frame and passes the packet to layer 3. 
The IP packet is encapsulated in an Ethernet frame with a 
modified MAC address. The TCP header is not changed 
(unless fragmentation is needed).
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Which parts of the Ethernet, IP and TCP header will be 
modified when a packet is forwarded by:

ii)   Switch S1:
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Which parts of the Ethernet, IP and TCP header will be 
modified when a packet is forwarded by:

ii)   Switch S1:

The switch does not change the packet, it is transparent to 
the devices in the network.
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Lisa wants to connect to the Network Printer via IP using her 
PC. Assume that all ARP caches in the network are empty. 
Enter the IP and MAC address fields of the ARP messages 
into the following table:
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Lisa wants to connect to the Network Printer via IP using her 
PC. Assume that all ARP caches in the network are empty. 
Enter the IP and MAC address fields of the ARP messages 
into the following table:

We used IP addresses from Homework 6!
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What are the IP and MAC address fields of a response sent 
by the Web Server to the Network Printer? Consider the 
response traversing the LAN segments A, B, C, D, and F. 
Enter your results in the table once again.
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What are the IP and MAC address fields of a response sent 
by the Web Server to the Network Printer? Consider the 
response traversing the LAN segments A, B, C, D, and F. 
Enter your results in the table once again.

We used IP addresses from Homework 6!
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You work for a local internet provider "SmallNet" that 
purchases transit from "InernetWorks". "InternetWorks" is 
implementing some new routing technique, it is your task to 
look into this.

Wireshark
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You conducted some traceroute measurements using UDP. 
Use Wireshark to open the trace (assignment08-
first.pcapng) and answer the following questions:

•What protocols are used in traceroute?

•What type of packets should you inspect?

•What route do the packets take?

Wireshark
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You conducted some traceroute measurements using UDP. 
Use Wireshark to open the trace (assignment08-
first.pcapng) and answer the following questions:

•What protocols are used in traceroute?
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ICMPv6 and UDP

Wireshark
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You conducted some traceroute measurements using UDP. 
Use Wireshark to open the trace (assignment08-
first.pcapng) and answer the following questions:

•What protocols are used in traceroute?

•What type of packets should you inspect?

•What route do the packets take?
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Packets that had a timeout
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You conducted some traceroute measurements using UDP. 
Use Wireshark to open the trace (assignment08-
first.pcapng) and answer the following questions:

•What protocols are used in traceroute?

•What type of packets should you inspect?

•What route do the packets take?
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We now know about the topology (will be shown on next 
slide).

•What route should the packets usually take?

•The host is the source of the traceroute

- What special IPv6 headers can you find?

- What is the type of the header?

- What routing technique is used?

Wireshark
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We now know about the topology (will be shown on next 
slide).

•What route should the packets usually take?

•The host is the source of the traceroute

- What special IPv6 headers can you find?

- What is the type of the header?

- What routing technique is used?
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•Route should be 1, 2, 3, 5, b

Wireshark
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We now know about the topology (will be shown on next 
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We now know about the topology (will be shown on next 
slide).
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Routing Header for IPv6, Segment Routing is used
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A second traceroute call was issued, but the results are 
different (open assignment-second.pcapng):

•What part of the path can you see now?

•Can you still see traces of the secret technique?

Wireshark



Routing

Question 2c)

Data Networks 93

A second traceroute call was issued, but the results are 
different (open assignment-second.pcapng):

•What part of the path can you see now?

•Can you still see traces of the secret technique?
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We can see 1, 2, and b
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A second traceroute call was issued, but the results are 
different (open assignment-second.pcapng):

•What part of the path can you see now?
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A second traceroute call was issued, but the results are 
different (open assignment-second.pcapng):
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A second traceroute call was issued, but the results are 
different (open assignment-second.pcapng):

•What part of the path can you see now?

•Can you still see traces of the secret technique?

NOPE!

Wireshark
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While the traceroute was issued by a, the node 4 recorded 
network traces as well (open assignment08-third.pcapng). 
Look at the packet concerning traceroute.

•Can you see traces of the secret routing technique?

• Is there something special about the IPv6 packets?

•What are their sources and destinations?

•Why can't you see the secret technique locally?

Wireshark
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While the traceroute was issued by a, the node 4 recorded 
network traces as well (open assignment08-third.pcapng). 
Look at the packet concerning traceroute.

•Can you see traces of the secret routing technique?

• Is there something special about the IPv6 packets?

•What are their sources and destinations?

•Why can't you see the secret technique locally?
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There are nested IPv6 packets
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While the traceroute was issued by a, the node 4 recorded 
network traces as well (open assignment08-third.pcapng). 
Look at the packet concerning traceroute.

•Can you see traces of the secret routing technique?

• Is there something special about the IPv6 packets?

•What are their sources and destinations?

•Why can't you see the secret technique locally?
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While the traceroute was issued by a, the node 4 recorded 
network traces as well (open assignment08-third.pcapng). 
Look at the packet concerning traceroute.
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Outer: 3 and 6

Inner: a and b
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While the traceroute was issued by a, the node 4 recorded 
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While the traceroute was issued by a, the node 4 recorded 
network traces as well (open assignment08-third.pcapng). 
Look at the packet concerning traceroute.
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Why can't you see the secret technique locally?

Answer:

Wireshark
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Why can't you see the secret technique locally?

Answer:

•The source is no longer a

•The TTL has changed

Wireshark
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